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A.0.1 Sign 2544 A N AF & DU 23K

1 FocT B AEEZBRAIAZ null 80& “7) %18 ASCI FHF4Er, It 2%
=S IR, & T BHE BT

2. fHF AppSecret Xt AT 44, F T IRUEBE Ay R
A0.2 B ERURGIILZE A0.2.

% A.0.2 R

JAVA:

public static String createSignStr(SortedMap<String, Object> parameters, String secret) {
StringBuffer sb = new StringBuffer();
Set es = parameters.entrySet(); /T H 2 5425 40% Bacesiife )y (17D
Iterator it = es.iterator();
while (it.hasNext()) {
Map.Entry entry = (Map.Entry) it.next();
String k = (String) entry.getKey();
Object v = entry.getValue();
if (ull = v && StringUtils.isNotEmpty(v.toString()) &&  !"sign".equals(k)
&& Mappsecret”.equals(k)) {

sh.append(k + "=" + v.toString() + "&");

}
sh.append(“appsecret=" + secret);

return sh.toString();

public static String createSign(String string) {

try {

byte[] signHash = hash(string.getBytes("UTF-8"));

15




StringBuilder signature = new StringBuilder();
for (byte b : signHash) {
signature.append(byteToHexString(b));
}
return signature.toString();
} catch (UnsupportedEncodingException €) {
e.printStackTrace();

}

return null;

public static String byteToHexString(byte ib) {
charf] Digit = {'0','1','2','3','4,'5', '6','7",'8','9', 'a", ', '¢', 'd', ‘¢, 'f'};
char[] ob = new char[2];
ob[0] = Digit[(ib >>> 4) & 0X0f];
ob[1] = Digit[ib & 0XO0F];
String str = new String(ob);

return str;
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B.0.1 FRIINfgEa RAF 5 BN 23K

1 ZEONEMEHEE SM2 AEXIFRINE F%, A A LIRSS T 6 R4 SRR S 4t
(IR 5545 2~ BHREAT I s

2. HURIERIBUDN 3 Hdle ) 156 P AL B

3. PRERSCHFECTEED, hEmHLA E S SMA XIRRINE &, FHEH SM2 i sM4
BRI s R BT CA RIS IR 3R 15 SMA XEFR N & 8 a , X Of ok SO ik

B.0.2 JnfiRss () BAK 71Tl %3 B.0.2-1. B.0.2-2 15 B.0.2-3 /x4,

17



% B.0.2-1 =M1

JAVA:

Il I Jr i
public static String encrypt(byte[] gongyao, byte[] jiamichuan) {

String michuan =""";

I %€ SR A INE B 5

boolean isSuccessEnc = true;

1158 SR KR
int maxEncCount = 10;
do {
try {
michuan = SM2ULtilExt.encrypt(gongyao, jiamichuan);
log.info(" 1% & ======={}", michuan);
I PN — JE AR RS, = J7 A i e (R B i 2 i BWasn P H1U A J I,  HE R ) 28
HTEAT N
DERSequence.getinstance(Base64Util.decode(michuan));
return michuan;
} catch (Exception €) {
isSuccessEnc = false;
maxEncCount--;
}
} while (maxEncCount > 0 && lisSuccessEnc);
Assert.isTrue(StringUtils.isNotBlank(michuan), "5 Hi 4

return michuan;
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% B.0.2-2 =M1

JAVA:
I s
public void decrypt() throws Exception {
I SREALHIE S
byte[] pkes12 = FileUtil.readFile(TEST_PFX_FILENAME);

BCECPrivateKey priKey = SM2CertUtil.getPrivateKeyFromPfx(pkcs12, TEST_PFX_PASSWD);

I S RHUAE A B

byte[] derCipher
SM2Util.decodeDERSM2Cipher(Mode.C1C2C3,Base64Util.decode(ENC_DATA));
byte[] decData = SM2Util.decrypt(Mode.C1C3C2, priKey, derCipher);

System.out.printin(" 4B H LA fEE5 5 B " + new String(decData,"UTF-8"));//3 1 - 44k
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% B.0.2-3 /13l

JavasScript:

decryDigitalenvelope(cipherData)
try {

if (cipherData == ") throw new Error("£#i 1~ =),

let browser = this.doGetBrowserInfo();

let decryData = ";

if (browser.name != 'Firefox' && browser.name !='Chrome’) {
let obj = new EpCaObj(false)
let DecryptCode = obj.Decrypt(cipherData)
decryData = DecryptCode

}else {

decryData = this.cerModule.Decrypt(cipherData);
}
if (decryData == ") throw new Error("5lE A~ R Z=");
return decryData;

} catch (e) {

alert("error")
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